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Candeia
Test Setupl

Our Real Clients Testing Lab includes 70+ real devices spanning various operating systems and Wi-Fi
configurations. We conduct a wide range of fests such as video streaming, Zoom conferencing,
and other real-time scenarios to generate comprehensive performance reports from the client's
perspective. The entire lab is fully automated, remotely accessible, and features a Web Ul for test
execution and monitoring.




Test Setup2 Candeia

In addition to this, we have another setup equipped with attenuators to perform tests such as Rate
vs. Range, Rate vs. Orientation, Auto Channel Selection, AP Coexistence, Roaming, TR-398 Issue 4
with both Real and Virtual clients.
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Summary Candeia

1. Basic Client Connectivity: All 39 devices successfully completed the 4-way handshake and
associated with the SSID. Channel utilization remained low across all bands.

2. Scale Test: A total of 226 clients connected to the SSID. Some clients failed the 4-way
handshake due to the maximum client count being reached on the 5GHz band.

3. Port Reset Test: Over 12 hours, 7,200 reset events were triggered, with 5,401 successfully
restoring connections. Despite multiple scan and association attempts, some resets did not
re-establish connectivity.

4. QoS Test: ToS bit prioritization was tested across UDP and TCP. QoS performed well up to 10
clients but became inconsistent with 20 or more. High channel utilization led to client
disconnections.

5. Throughput Test: Throughput degradation of 80-100Mbps was observed at 25, 35, and 39
clients. High utilization levels caused client deauthentications, with some reconnecting post-
test.

6. Stress Test: A 12-hour test with 39 devices showed periodic throughput drops of ~100Mbps
every four minutes, reducing final throughput to ~612Mbps. Missing beacon packets were
identified as a possible cause.

/. eMLSR Test: A client was connected on the 6GHz band with QoS traffic, while interference
was infroduced on the same channel. Upon interference, the link fransitioned to 5GHz, but
the QoS data flow remained on 6GHz instead of shifting.
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8. Mixed Traffic Test: Multiple traffic types ran successfully on 36 devices, but high utilization
led to client disconnections. Logs indicated frequent reassociation attempts.

9. Multicast Traffic Test: A 25Mbps multicast stream was tested across various OS devices, with
all 39 clients receiving traffic as expected, without disconnections.

10. HTTP Download Test: All 34 devices successfully downloaded a 25MB file in five minutes.
However, eight devices downloaded fewer times than expected, though all remained
connected.

11. Automatic Channel Selection (ACS) Test: The Automatic Channel Selection (ACS) test was
performed on 2.4 GHz, 5 GHz, and 6 GHz bands in AC, AX, and BE modes. Despite the AP
being set to "Auto” for channel selection, no channel change occurred during the test. Initial
channel assignments were 2.4 GHz — Channel 1, 5 GHz — Channel 36, and 6 GHz —
Channel 85. Even with interference infroduced on active channels, no channel switch was
observed.

12. AP Coexistence Test: The AP Coexistence test was conducted across AC, AX, and BE
modes on all the 3bands. This test is partially passed, with successful results for co-channel
and overlapping interference but a failure in adjacent interference due to a ~300 Mbps
throughput shortfall.

13. Ping Plotter Test: A Ping Plotter test was conducted with 36 devices for 10 minutes,
measuring network connectivity to www.mi.com. Four clients experienced packet loss (12-21
packets), but all remained connected throughout the test.
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14. Video Streaming Test: The video streaming test was conducted on all Android devices
using the Dash Media source for 15 minutes to assess access point performance and stability.
Key parameters measured included buffering events, wait time, per-client video bitrate, and
video quality. While most clients streamed successfully, 4 out of 23 devices failed to complete
the video within the allofted fime, resulting in a reported URL value of O for those devices.

15. Real Browser Test: A Real Browser test was conducted on all Android devices to browse
www.mi.com for 10 minutes. All 22 Android devices successfully accessed the website
without any client disconnections throughout the test duration.

16. YouTube Streaming Test: A YouTube streaming test was conducted across multiple
laptops by providing a YouTube URL and setting the resolution to 720p for 10 minutes. During
playback, key statistics such as video resolution, buffer health, total frames, and dropped
frames were collected. No significant drops were observed, and buffer health remained
consistent across all devices.

17. Zoom Call Test: A Zoom call test was conducted across multiple laptops, with one device
as the host and others as clients, for a duration of 10 minutes. Key performance metrics,
including average latency, jitter, and packet loss, were collected. No significant packet
drops were observed in audio or video, and all client devices remained connected
throughout the test.
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18. Roaming Test: During roaming between the Root AP and Nodel, virtual clients
experienced deauthentication (Reason Codes 0x0002, 0x000d, 0x0009) but reconnected
after the 4-way handshake. Real clients showed mixed behavior, one roamed successfully,
while others disconnected and rejoined instead of a seamless handoff. When roaming back
to the Root AP, all real clients were deauthenticated (Reason Code 0x0003) before
reconnecting.

19. Preamble Puncturing Test: During Preamble Puncturing testing, the VENDOR AP failed to
exclude the punctured 20 MHz subchannel (channel 44) when interference was infroduced.

20. Load Balancing Test: During load balancing testing, the 5 GHz band denied new client
associations despite being well below the configured limit. AP logs reported an inability to
handle more clients, while the Insight Cloud dashboard incorrectly indicated that the
maximum client limit had been reached.

21. Airtime Fairness Test: Tested AP's ability to fairly share airtime between two clients under
different conditions. Traffic was set to overload the AP, and the test passed if both clients
maintained at least 45% of their measured TCP throughput. The test was successful across
5GHz and 6GHz bands in AX and BE modes.

22. Rate Limiting Test: Rate limiting was enabled on the AP via Insight Cloud with limits set to
250 Mbps (download) and 140 Mbps (upload). A client on a Tri-band SSID was tested using
TCP and UDP and observed that the throughput attained stayed below the set limifs,
confirming the feature working as expected.



Candeia
Summary

23. RVR Test: RvR testing with and without MLO showed similar throughput across Aall
attenuation levels, indicating no significant performance gain from enabling MLO.

24. Dataplane Test: Data plane testing with MLO enabled and disabled showed no
measurable throughput improvement. Tests used MTU-sized BE traffic over bgn, an, and a
modes.

25. Band steering Test: Tested with enabling and disabling different options like MLO, band
steering, and 802.11r settings at various distances. In all cases, clients disconnected and
reconnected to switch bands, performing a full 4-way handshake.

26. Captive Portal Test: Tested with 50 clients, including 2 real devices and 48 virtual clienfts. In
the first scenario, a basic captive portal without URL redirection worked as expected, and all
clients were able to view the splash page and authenficate successfully. In the second
scenario, redirection to a vendor-hosted website with a custom logo applied via the cloud
management platform also functioned correctly, with both real and virtual clients able to
view the page and proceed with authentication. In the third scenario, using an external
portal with Web/HTIP authentication, the login page displayed properly when the splash
page URL was included in the Walled Garden, allowing clients to enter credentials and
authenticate. However, when the splash page URL was removed from the Walled Garden,
both real and virtual clients failed to load the login interface, resulting in an inability to
authenticate.



List of Issues Observed During Testing

Issue Observed Explanation

Some clients failed the 4-way handshake as the 5GHz band

Maximum Client Limit Reached A

When interference triggered band steering from 6GHz to
5GHz, the link moved, but QoS fraffic remained on 6GHz
instead of shifting to the new band.

Link Steered to 5GHz, but QoS Data
Flow Remains on 6GHz

Out of 7,200 reset events, 1,799 failed to restore

Port Reset Failures connections despite multiple attempts.

QoS worked well up to 10 clients but became unstable with

SOl 20+ clients, leading to disconnections.

High channel utilization caused a drop of 80-100Mbps at

Throughput Degradation various client counts and led to deauthentications.

Every four minutes, throughput dropped by ~100Mbps,
Periodic Throughput Drops reducing the final throughput to ~612Mbps. Missing beacon
packets were suspected.

Multiple devices experienced disconnections due to
High Utilization Disconnections excessive channel utilization, leading to frequent
reassociation attemptfs.

Candeia

TECHNOLOGIES

Observed In Test

Scale Test

eMLSR Test

Port Reset Test

QoS Test

Throughput Test

Stress Test

Mixed Traffic Test



List of Issues Observed During Testing Candeia

Issue Observed Explanation Observed In Tesrt
The AP dashboard continued displaying two MAC
AP Dashboard Displays Incorrect Client clients on 5GHz after all clients disconnected.

Count and Channel Utilization Additionally, incorrect channel utilization was reported Jeknizeeie] Velieeien

for 6GHz even when no clients were connected.

ACS failed to change channels across all three bands

(2.4 GHz, 5 GHz, 6 GHz) despite interference, even when ACS Test
setf to "Auto" in the AP dashboard.

Virtual clients experienced deauthentication but

successfully reconnected after the 4-way handshake.

Real clients exhibited inconsistent behavior, with some Roaming Test

failing to roam seamlessly and others being

deauthenticated when returning to the Root AP.

Preamble Puncturing Feature Not During Preamble Puncturing testing, the DUT AP failed to

Functioning as Expected Across 5GHz exclude the punctured 20 MHz subchannel (channel 44) Preamble Puncturing Test
and 6GHz Bands when interference was infroduced.
The 5 GHz band rejected new client associations
Clients Denied Association on 5 GHz  despite being below the configured client limit. AP logs
Band Despite Available Capacity indicated capacity issues, while the dashboard
incorrectly reported that the limit had been reached.
Throughput performance with MLO enabled was nearly
identical to that with MLO disabled, showing no DataPlane, RvR Test
measurable gain.

When the splash page URL isn’t listed in the Walled
Garden, real clients fail to load the login page post sign-
in prompt, and virtual clients don't frigger the prompt at

all.

Auto Channel Selection (ACS) Not
Operating as Expected

Clients Experiencing Deauthentication
During Handoff between Aps

Load Balancing Test

No Significant Throughput Improvement
with MLO Enabled

Clients Fail to Reach Captive Portal Login
Page When Splash URL Is Not in Walled
Garden List

Captive Portal Test



Basic Client Connectivity Candeia

 We attempted to connect 39 devices incrementally to the VENDOR AP SSID and
observed that all 39 devices successfully completed the 4-way handshake and
associated with the AP’s SSID.

« Channel utilization was measured across all bands—2.4GHz, 5GHz, and 6GHz—along
with the number of clients connected to each band at every step. The average channel
utilization recorded was 15% for 2.4GHz, 4% for 5GHz, and 1% for 6GHz.

Number Of Clients Number Of Clients Number Of Clients
Connected in 2.4GHz (%) Connectedin 5GHz 5GHz (%) Connected in 6GHz 6GHz (%)
2.4GHz Band Band Band

o) 12 o) 4 o) |
o) 0) o) o) o) |
] 18 4 6 o) |
] 17 9 4 0 |
2 17 13 4 o) |
4 16 16 4 o) |
5 16 20 4 o) |
V4 18 23 5 o) |
9 18 27 5 o) |
9 18 30 5 o) |




eMLSR Test

« We connected a client on the 6GHz band and triggered QoS traffic on it. Simultaneously,
we infroduced interference on the same 6GHz channel.

« Upon introducing interference, the link tfransitioned to 5GHz; however, the QoS data flow
remained on 6GHz instead of moving to 5GHz.

« We also tested with the TP-Link Archer 800 and observed that link steering occurred as
expected, with the QoS data flow on the steered band.

Wireshark I/0 Graphs: EMLSR_WEBET38.pcapng
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« We have connected a total of 226 clients to a Triband SSID, distributed as follows: 33 clients on
6GHz, 73 clients on 2.4GHz, and 40 clients on 5GHz.

 However, we have observed that some clients experienced a 4-way handshake failure and
were unable to connect to the SSID.

« Upon checking the packet capture, we found that the affected clients displayed the
following Status code: “Association denied because AP is unable to handle additional
associated STAs.”

7 N wlenfctype sudtype ==11

No Time Source Destmation Protocol Lengtl Channel Bxt Tag Info

1 0.090e09 $02.11 182 36 Authenticetion, SNell, FNe@, Flagse........

5 0.0048% 2.1 182 30 Authentication, SNe34ST7, N, Flogs*..vvvnns
5 0.007050 882.11 118 36 Authentication, SN-12, FN-®, Flagse........

7 0.0@5627 £82.11 118 36 Authentication, SN-3458, FN-@, Flagse........
27 9.594589 2.1 194 3% < Authentication, SNe2, TNe®, Flagse........
20 0.911493 $82.11 B4 36 Authentication, SNe3460, FN-Q, Flagte........
52 2.476227 882.11 182 36 Authentication, SNe28, FN-@, Flags=........
54 2.431345 592.11 B4 36 Authentication, SNe3EL, TNeD, Flags*..cuuuss

Frase 29: 384 bytes con wire (672 bits), 84 bytes captured (672 bits)
' Radiotap Header v@, Length 54
» 882,11 radio inforsmation

IEEE 802.11 Authentication, Flags: ........
v I1EEE 882.11 Wireless Managesent

Vv Fixed parameters (6 bytes)
Authentication Algorithe: Sisultaneous Authentication of Equals (SAE) (3)

» (.1 q
IStatus code! Assoclation denled because AP 1is unable to handle additional associated STAs (@x0ell)

onl Message Type: Losmit (1)




TECHNOLOGIES

Port Reset Test

« A Port Reset Test was executed over a 12-hour duration with a concurrent port reset count of
50.

« A total of 7,200 port reset events were triggered during the test.

« Out of these, 5,401 resets successfully re-established connections.

« A total of 75,046 scan attempts and 6,822 association attempts. Despite these attempts, only
5,401 associations were successfully completed.

Port Reset Totals
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QOS Test Candoia

« A QoS ftraffic throughput test was conducted on 39 real devices to verify ToS bit
prioritization across UDP and TCP protocols. Testing was performed in incremental order
with 1, 5, 10, 20, 30, and 39 clients.

« With 1, 5, and 10 clients, QoS prioritization worked as expected, and no client
disconnections occurred.

« However, with 20 or more clients, the prioritization was inconsistent, with Video (VI)
receiving the highest priority, followed by Voice (VO), Best Effort (BE), and Background (BK).

« The Channel Utilization of 5G Band is 92% and 2G band is 94%.

Overall Download throughput - BK,BE,VO,VI traffic streams

Throughput (Mbps)

Load per Type of Service




QOS Test

TECHNOLOGIES

« Even in the VENDOR AP logs, we observe that two clients are being rejected as they are
considered non-associated clients. When checking the deauthentication reason code for
these clients, we see the reason code as "Class 3 frame received from non-associated STA

(0x0007)", with the source being the AP.

| wlan.fc.type_subtype ==12

Mo, Time Source Destination Protocol Lengtl Channel Info
1519.. 22.228984 ge2.11 94 1 Deauthentication,
6612.. 181.166721 gez.11 1le4 1 Deauthentication,
1834.. 157.389189 g82.11 94 1 Deauthenticaticn,
1117.. 169.772744 882.11 94 1 Deauthentication,
1117.. 169.785349 gez.11 94 1 Deauthentication,
1117.. 169.813224 382.11 94 1 Deauthenticaticn,
1117.. 169.833864 882.11 94 1 Deauthentication,
1118.. 169.848185 ge2.11 94 1 Deauthentication,

SN=3641, FN=B, Flags-
SN=25, FN=@, Flags=..
SN=1877, FN=@, Flags=
SN=3, FN=8, Flags=...
Sl=4, FN=@, Flags=...
Sl=4, FN=@, Flags=...
SN=4, FN=0, Flags=...
Sl=4, FN=@, Flags=...

Frame 1117958: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Radictap Header v@, Length &8
862.11 radio information
IEEE 882.11 Deauthentication, Flags: ....R...
Type/Subtype: Deauthentication (@xee8c)
» Frame Control Field: @xcees
.28 epel eell 1818 = Duration: 314 microseconds

{ W ow oW

> Receiver address: 82:15:b1:5c:95:el (82:15:bl:5c:95:el)
> Destination address: B2:15:bl:5c:95:el (82:15:b1:5c:95:el)
» Transmitter address: b:@1:9d:7d:86)
> Source @ b:@1:9d:7d:86)
> BSS Id: 'd:86)
............ @e8@ = Fragment number: @
fene aeee @led .... = Sequence number: 4
[WLAN Flags: ....R...]

“ IEEE 802.11 Wireless Management
~ Fixed parameters (2 bytes)
IReason code: Class 3 frame received from nonassociated STA (@x88a87) I




QOS Test

« Additionally, when the QOS test was performed with 35 or more clients, we observed client
disconnections in the middle of the test . 5-7 clients were deauthentficated with the
following reason codes: "Reason code: Previous authentication no longer valid (0x0002)"
and "Deauthenticated because sending STA is leaving (or has left) the BSS (0x0003)".

| wilan.fc.type_subtype ==12

Na. Time Source Destination Protocol Lengtl Channel Info
1519.. 22.228984 802.11 94 1 Deauthentication, SN=3641, FN=0, Flags=........
6612.. 181.166721 862.11 104 1 Deauthentication, SN=25, FN=B, Flags=........
1834.. 157.389189 862.11 94 1 Deauthentication, SN=1877, FN=8, Flags=........
1117.. 169.772744 862.11 94 1 Deauthentication, SN=3, FN=8, Flags=........
1117.. 169.785349 862.11 94 1 Deauthentication, SN=4, FN=8, Flags=........
1117.. 169.818224 862.11 94 1 Deauthentication, SN=4, FN=8, Flags=....R...
1117.. 169.833864 802.11 94 1 Deauthentication, SN=4, FN=8, Flags=....R...
1118.. 169.848185 802.11 94 1 Deauthentication, SN=4, FN=B, Flags=....R...

Frame 151921: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
Radiotap Header w8, Length 68
8082.11 radio information
IEEE 8082.11 Deauthentication, Flags: ........
Type/Subtype: Deauthentication (@xeeac)
*> Frame Control Field: @xceéee
.B8@ 8281 Bell 1A1A = Nuratinn: 314 mirroseconds

£ W o oW

> Receiver address 4:81:9d:7d:86)
> Destinaticn address b1@1:9d:7d:886)
» Transmitter address: de:9d:4c:8e:eb:59 (de:9d:4c:8e:eb:59)
» Source i 9 (de:9d:4c:8e:eb:59)
» BSS Id: @1:9d:7d:886)

...... — wmber: 8

1118 @811 1881 .... = Sequence number: 3641

[WLAN Flags: ........ 1

v IEEE 802.11 Wireless Management

v Fj rs (2 bytes)
Reason code: Deauthenticated because sending STA is leaving (or has left) the BSS (@x2e@3) |




Throughput test with incremental client count Candeia

« The Throughput test was conducted on both download and upload directions using TCP
and UDP protocols across various loads (10Mbps, 20Mbps, 25Mbps per client) with a total
infended load of 1Gbps for 39 clients.

A throughput drop of 80-100Mbps was observed at client increments of 25, 35, and 39
when running the Download traffic with both the UDP and TCP Protocols.

Realtime Throughput Realtime Throughput
wmennnse JDP DOwnload wemennanss 1P Download
End Time: 2025-03-18 20:35:14 End Time: 2025-03-18 18:33:38
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550 550
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Throughput test with incremental client count Candeia

« While running UDP upload traffic with an Intended load of 1Gbps with 39 clients, five
devices were deauthenticated with reason code 0x0003 ("Deauthenticated because
sending STA is leaving or has left the BSS").

« Wi-Fi logs show that deauthenticated clients re-initiated the 4-way handshake mid-test,
with some reconnecting after the test completion.

« At the time of disconnections, channel utilization was at 95% (2.4GHz) and 92% (5GHz).

l wlan.fc.type_subtype ==12
Mo, Time Source Destination Protocol Lengtl Channel Info
L 3308.. 180.956403 882.11 S94 1 Deauthentication, SN=3187, FN=8, Flags=........
3452. 185.542994 a82.11 le4 1 Deauthentication, SN=18, FN=8, Flags=........
5938.. 183.657918 g82.11 1e4 1 Deauthentication, SN=414, FN=8, Flags=........
8131. 277.824812 882.11 1e4 1 Deauthentication, SN=588, FN=8, Flags=........
9219.. 338.823838 882.11 94 1 Deauthentication, SN=371@, FN=8, Flags=........
» Frame 33@8812: 94 bytes on wire (752 bits), 94 bytes captured (752 bits)
» Radiotap Header v@, Length 68
» 882.11 radio information
» IEEE 882.11 Deauthentication, Flags: ........
“ TEEE 882.11 Wireless Management
¥ Fixed parameters (2 hiwies
Reason code: Deauthenticated because sending STA is leaving (or has left) the BSS (El-xE%E!ErB:ll




Stress Test Candeia

« Triggered a 12 hours Long run (Stress) test with 39 Real Devices (Mix of OS Devices) with
Intended load of 1Gbps Where, 28 devices got connected to 5Ghz band and 11 devices
got connected to 2.4Ghz band.

« During the 12-hour stress test, periodic throughput drops (around 100Mbps) were observed
every 4 minutes.

« The Throughput attained after the completion was around 612Mbps. Due to these periodic
throughput drop there was a significant impact on the throughput attained.

Realtime Throughput

Start Time: 2025-03-18 20:58:39
Projected End Time: 2025-03-19 08:59:00
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Stress Test Candeia

« To investigate further, a 20-minute test was conducted with the same load, and packet
captures were analyzed. The I/O graphs indicate that at the points where throughput
drops occurred, beacon packets were missing from the AP

« This issue is not client-specific, as it was observed across both AP models and was seen with
both real and virtual clients, including tests with a single client.

Realtime Throughput Wireshark /0 Graphs: debug_drops.pcap
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Mixed Traffic Test Candeia

« To measure the performance and stability of the VENDOR AP, we triggered multiple traffic
types (Ping, QoS, FTP, HTTP, and Multicast) on 36 real devices (Android, Windows, and
MacBook) for a duration of 420 minutes.

 |In this test, we configured various traffic profiles, including connection streams with
different ToS configurations such as Voice, Video, Backend, and Best Effort as part of QoS.
Additionally, we initiated FTP and HTTP file downloads for all available clients.

« We also initiated ping sessions, including pings to a global IP. All traffic types were
simultaneously initiated across all 36 clients.

« We observed that all traffic types started as expected, and all 36 clients were able to run
their respective traffic sessions successfully. However, during the test, some clients
disconnected from Wi-Fi and displayed deauthentication messages. At the tfime of
disconnection, the channel utilization was 4% on the 5GHz band and 95% on the 2.4GHz
band.

« QOut of the 36 clients, 15 were deauthentficated in the middle of the test, showing the
following reason codes: 0x0002: "Previous authentication no longer valid* and 0x0003:
"Deauthenticated because the sending STA is leaving (or has left) the BSS".

» Also from the VENDOR AP dashboard page, in the Notifications tab we are observing log
messages related to clients getfting disconnected from the AP SSID and try to reassociate
with the AP SSID back.



Multicast Traffic Test Candeia

» By Creating a Multicast server of Intended load 25Mbps on Upstream port performed the
Multicast traffic on all the OS devices (Android, Windows and MacBook).

All 39 clients were able to receive the traffic as expected from the Multicast server and
there were no client disconnection observed during the test.

Multicast Traffic Test
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HTTP Download Test Candeia

« We have executed HTTP Download test with file size 25Mbps on all the Real devices
(Androids, Windows, and MacBooks) individually for a duration of 5 mins.

« All the 34 devices connected to 5Ghz and 2.4Ghz band were able to download the
25Mbps file in the 5mins duration. However, 8 clients downloaded the 25MB file less than
10 times, unlike the other devices.

« Allthe devices remained to be in Connected state throughout duration of test.

HTTP Download Test
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Ping Plotter Test Candeia
 We executed a Ping Plotter test to assess network connectivity for specified clients by

measuring the round-trip data packet travel time while pinging www.mi.com for a duration
of 10 minutes with 36 devices.

Throughout the test, we collected data on client status, packets sent, packets received,
and packets dropped.

Out of 36 clients, 4 experienced packet loss ranging from 12 to 21 packets. However, all
clients remained connected throughout the test duration.

Ping Plotter Test
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Video Streaming Test Candeia

« We have Conducted a video streaming test on all Android devices using the Dash Media
source for 15 minutes to evaluate access point performance and stability.

« Measured parameters include the number of buffers, wait time, per-client video bitrate,
and video quality.

« All clients streamed the video as expected; however, 4 out of 23 clients could not
complete the video within the given duration, resulting in a reported URL value of O for
those devices.
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Real Browser Test Candeia

« We have Conducted a Real Browser test on all Android devices and browser a website
www.mi.com for a duration of 10mins.

All the 22 Android devices were able to browse the website provided as expected and
there were no client disconnections seen throughout the test duration.

Real Browser Test
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YouTube Streaming Test Candeia

mackbooir1sAir ctinb candelate

Devices

We have Conducted a YouTube streaming test across multiple laptops by providing @
YouTube URL and set the resolution to 720p for a duration of 10minutes.

When the YouTube video is playing on the laptop devices, we have collected key stafistics
such as video resolution, buffer health, total frames, and dropped frames throughout the
test duration.

There were no significant drops seen throughout the test and the buffer health of each
device is consistent.
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Zoom Call Test Candeia

TECHNOLOGIES

« We conducted a Zoom call test across multiple laptops, selecting one device as the host
and the others as clients. The test was performed for a duration of 10 minutes.

 Once the Zoom call test started on the laptops, we collected key statistics on the
performance of audio and video, including average latency, jitter, and packet loss.

« No significant packet drops were observed in either audio or video throughout the test,
and all client devices remained connected for the entire duration.
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Automatic Channel Selection (ACS) test Candeia

TECHNOLOGIES

« The Automatic Channel Selection (ACS) test was conducted across all three bands (2.4 GHz,
5 GHz, and 6 GHz) in AC, AX, and BE modes.

» Despite the AP being configured with YAuto” channel selection in the Radio and Channel
setfings, no channel change occurred during the test.

« The AP initially assigned the following channels: 2.4 GHz — Channel 1, 5§ GHz — Channel 36, 6
GHz — Channel 85

» Interference was intfroduced on the same channels where clients were connected.
However, No channel switch was observed on any of the bands despite interference.

6.5.3 Automatic Channel Selection Results

Type Result | Value V:,ll;le Notes
Configuration NOTE |INFO Using LANforge AP for Alien Interferer.
Configuration NOTE |INFO Configured to skip 2.4GHz band test.
Configuration NOTE |INFO Configured to skip N/AC test.

Configuration NOTE |INFO Configured to skip 2.4GHz band test.

Interferer Channel: 42 BW: 80 DUT Channel: 36

Prohibited channels: 36 - 48

STA: STA-RSSI Data/Beacon: 48/-48 Rx-Rate; 6M Tx-Rate: 245M 802.11an-AX-80-2x2 36
AX 5Ghz ch: 42 BW: Color: 57

80 . |36 NoeAz Interferer STA: STA-RSSI Data/Beacon: -64/-57 Rx-Rate: 360.3M Tx-Rate: 122.5M
802.11an-AX-80-1x1 36 Color: 0

Upstream Port: STA-RSSI Data: -74 Rx-Rate: 122.5M Tx-Rate: 720.6M Activity: 45%
802.11an-AX-80- 36 Color: 0

Interferer Channel: 58 BW: 80 DUT Channel: 36

Prohibited channels: 52 - 64

STA: STA-RSSI Data/Beacon: -48/48 Rx-Rate: 6M Tx-Rate: 245M 802.11an-AX-80-2x2 36
AX 5Ghz ch: 58 BW: = Color: 57

80 2 136 Notsh Interferer STA: STA-RSSI Data/Beacon: -69/-66 Rx-Rate: 360.3M Tx-Rate: 216.1M
802.11an-AX-80-1x1 52 Color: 0

Upstream Port: STA-RSSI Data: -78 Rx-Rate: 216.1M Tx-Rate: 360.3M Activity: 93%
802.11an-AX-80- 52 Color: 0

Interferer Channel: 106 BW: 80 DUT Channel: 36




AP Coexistence test Candeia

TECHNOLOGIES

« The AP Coexistence test was conducted across all three bands in AC, AX, and BE modes.

« With Co-Channel Interferer and Overlapping Interferer. The throughput met the Pass/Fail
criteriq, resulting in a Pass.

« With Adjacent Interferer: The throughput fell below the Pass/Fail criteria, with a difference of
approximately 300 Mbps between the attained throughput and the Pass/Fail value, leading
to a Fail in this scenario.

« Overall Result: The test is partially passed, indicating potential coexistence challenges in
adjacent interference scenarios.

AX 5Ghz ch: 36 Idle pAss |sso 713 Req: 713.48 Mbps Rpt: 888.87 Mbps DUT BW: 80
Interferer STA-RSSI Data/Beacon: -52/48 Rx-Rate: 1.201G Tx-Rate: 1.201G 802.11an-AX-80-2x2 36

Req: 300.41 Mbps Rpt: 497.19 Mbps DUT BW: 80

STA-RSSI Data/Beacon: -52/-48 Rx-Rate: 1.201G Tx-Rate: 1.201G 802.11an-AX-80-2x2 36
Alien Offered Load: 118.05 Mbps

Alien Throughput: 117.86 Mbps

Intf-STA-RSSI Data/Beacon: -67/-65 Rx-Rate: 360.3M Tx-Rate: 29.2M 802.11an-AX-80-1x1 36
Intf-VAP-RSSI Data: -73 Rx-Rate: 29.2M Tx-Rate: 360.3M Activity: 92% 802.11an-AX-80- 36

AX 5Ghz ch: 36
Co-Channel PASS | 497 300
Interferer

Req: 300.41 Mbps Rpt: 531.38 Mbps DUT BW: 80
STA-RSSI Data/Beacon: -52/48 Rx-Rate: 1.201G Tx-Rate: 1.201G 802.11an-AX-80-2x2 36

AR chieh Alien Offered Load: 74.06 Mbps

&‘;:];}r)grmg Seem | 531 0 Alien Throughput: 72.77 Mbps
Intf-STA-RSSI Data/Beacon: -65/-63 Rx-Rate: 229.4M Tx-Rate: 29.2M 802.11an-AX-40-1x1 36
Intf-VAP-RSSI Data: -73 Rx-Rate: 29.2M Tx-Rate: 206.5M Activity: 95% 802.11an-AX-40- 36
Req: 794.25 Mbps Rpt: 403.03 Mbps DUT BW: 40
STA-RSSI Data/Beacon: -52/-48 Rx-Rate: 1.201G Tx-Rate: 1.201G 802.11an-AX-80-2x2 36
AX 5Ghz ch: 44 e Alien Offered Load: 74.06 Mbps
Adjacent Interferer BN |403 R Alien Throughput: 43.18 Mbps

Intf-STA-RSSI Data/Beacon: -67/-64 Rx-Rate: 172M Tx-Rate: 29.2M 802.11an-AX-40-1x1 44

Intf-VAP-RSSI Data: -73 Rx-Rate: 3.6M Tx-Rate: 68.8M Activity: 95% 802.11an-AX-40- 44
e




Hard Roaming Test (Virtual Clients)

« When a Virtual client is moving from Root AP to Nodel, it is first sending a reassociation

request.

.

 However, we observed deauthentication messages with the following reasons:
- 0x0002: Previous authentication no longer valid (0x0002)
- Ox000d: There is an invalid information element in the request.
« Despite these deauthentication events, the 4-way handshake completes successfully, and
the client is ultimately able to connect to Nodel without issues.

TECHNOLOGIES

No. Time Source Destination Protacal Lengtl Channel Info

T 9685 509.781672 802.11 86 1] Deauthentication, SN=241, FN=8, Flag: C
9598 589.666878 802.11 86 1 Deauthentication, SN=233, FN=8, Flag: C
8827 427.750057 882.11 86 1 Deauthentication, SN=206, FN=8, Flag: C
8016 427.628022 802.11 86 1 Deauthentication, SN=203, FN=, Flag: c
6366 345.762135 802.11 86 1 Deauthentication, SN=173, FN=@, Flag: C
6355 345.634927 802.11 86 1 Deauthentication, SN=178, FN=0, c
4615 263.695038 802.11 86 1 Deauthentication, SN=148, Fl=0, ..C
4685 263.574923 802.11 86 1 Deauthentication, SN=137, FN=8, Flag: C
3262 181.783139 802.11 86 1 Deauthentication, SN=113, FN=8, Flag: C
3244 181.573047 882.11 86 1 Deauthentication, SN=118, FN=8, Flag: C
2714 140.697126 802.11 86 1 Deauthentication, SN=105, FN=2, Flag: c
2702 140.564953 802.11 86 1 Deauthentication, SN=102, FN=, Flag: c
1839 99.695069 802.11 86 1 Deauthentication, SN=87, FN=8, Flags=
1832 99.567957 802.11 86 1 Deauthentication,
1657 56.464856 802.11 86 1 Deauthentication,
238 17.693181 802.11 86 1 Deauthentication,
231 17.572016 882.11 86 1 Deauthentication, SN=49, FN=B, Flags=........ C

Frame 9605: 86 bytes on wire (688 bits), 86 bytes captured (688 bits)
Radiotap Header ve, Length 56
802.11 radio information
IEEE 862.11 Deauthentication, Flags: ........C
v IEEE 282.11 Wireless Management
v Fixed parameters (2 bytes)

Reason code: Invalid information element, i.e., an information element defined in this standard for which the content does not meet the specifications in Clause 9 (8x@@88d)

Mo, Time Source Destination Protocol Lengtl Channel Info
3950 213.549213 802.11 284 1 Reassociation Request, SN=125, FN=8,
2298 119.293580 802.11 284 1 Reassociation Request, SN=95, Fl=0,
2281 118.199254 802.11 284 eassoclatlon Request, §N:94, FN=2,
1372 65.852328 802.11 284 1 Reassociation Request, SN=77, FN=0@,
1359 64.797383 802.11 284 1 Reassociation Request, SN=76, FN=@,
1118 58.627492 802.11 284 1 Reassociation Request, SN=71, FN=0,
1115 58.618387 882.11 284 1 Reassociation Request, SN=71, Fl=8,
774 36.925488 802.11 284 1 Reassociation Request, SN=68, FN=8,
749 35.847251 802.11 284 1 Reassocistion Reguest, SN=59, Fl=0, _
11883 566.557588 EAPOL 353 1 Key (Message 2 of 4)
19591 558.766530 EAPOL 333 1 Key (Message 2 of 4)
18268 536.863931 EAPOL 353 1 Key (Message 2 of 4)
9628 51@.149539 EAPOL 353 1 Message 2 of 4
9601 589.782326 802.11 242 1 Authentication, SN=239, FN=8, Flags=........ C
9253 485.214583 EAPOL 353 1 Key (Message 2 of 4)
8890 468.763438 EAPOL 353 1 Key (Message 2 of 4)
8701 458.894338 EAPOL 353 1 Key (Message 2 of 4)
Frame 2281: 284 bytes on wire (2272 bits), 284 bytes captured (2272 bits)

Radiotap Header v@, Length 56

802.11 radio information

IEEE 862.11 Reassociation Request, Flags: ........ o
v IEEE 802.11 Wireless Management

¥ Fixed parameters (1@ bytes)

Capabilities Information: @x1431

Listen Inter

Current AP: | 81:9d:7d:88)

¥ Tagged parameters (198 byte<)

Tag: SSID parameter set:
Tag: Supported Rates 1, 2, 5.3, 11, b, 9, 12, 15, [Mbit/sec]

Tag: Extended Supported Rates 24, 36, 48, 54, [Mbit/sec]

Tag: Power Capability Min: @, Max: 22

Tag: RSN Informaticn

Tag: HT Capabilities (802.11n D1.18)

Tag: Extended Capabilities (18 octets)

Ext Tag: HE Capabilities

Ext Tag: HE 6 GHz Band Capabilities

Tag: Mobility Domain

Tag: RM Enabled Capabilities (5 octets)

Tag: Supported Operating Classes

Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Informaticon Element




Soft Roaming Test (Virtual Clients)

« A client was connected to the SSID, and attenuation was increased in 5dB steps to observe
roaming behavior from the Root AP to Nodel and Vice Versa.

TECHNOLOGIES

 When roaming from the Root AP to Nodel, the handoff was successful. The reassociation

response was received from Nodel, allowing the client to roam without issues.

« When roaming from Nodel back to the Root AP, the client was deauthenticated with
Reason code: STA requesting (re)association is not authenticated with responding STA

(0x0009)

. After completing the 4-way handshake, it is reconnecting back to the Root AP.

MNao.

Time
1538 75.213751
1548 75.215625
1542 75.219666
1549 75.227834
1588 76.298915
1598 76.388346
1693 86.759197
1695 808.763036
1696 88.763668
1719 81.793885
1817 86.17984@
1819 86.187562
1824 86.23199@
1827 86.291269
1992 93.868485

Source

Destination

Pratocol Lengtl Channel Info

362.11 ae 1 Authentication, SN=112, FN=8, Flags=........ C

862.11 ag 1 Authentication, SN=185, FHN=B, Flags=........ C

862.11 284 1 Reassociation Request, SN=113, FN=8, Flags=........ C, S5IC
882.11 388 1 Reassociation Response, SN=6, FN=8, Flags=........ C

8392.11 284 1 Reassociation Request, SN=114, FN=8, Flags=........ C, SSIC
862.11 86 1 Deauthentication, SN=186, FN=8, Flags=........ C ~\;|
882.11 EL] 36 Authentication, SN=115, FN=8, Flags=........ C

862.11 379 36 Association Request, SN=116, FN=8, Flags=........ C, Ss5ID="
862.11 379 36 Association Request, 5N=116, FN=8, Flags=....R...C, S5ID="
882.11 379 36 Association Request, SN=117, FN=8, Flags=........ C, S5ID="
862.11 ag 1 Authentication, SN=118, FN=8, Flags=........ C

862.11 278 _J1 Association Reguest, SN=119, FN=B, Elagss.eese., C, SSID="
EAPOL 353 1 Key (Message 2 of 4)

EAPOL 193 1 Key (Message 4 of 4)

862.11 182 1 Deauthentication, SN=128, FN=8, Flags=.p...... C

WOW W W

Frame 1598: 86 bytes on wire (688 bits), B6 bytes captured (688 bits)

Radictap Header v@, Length 56

8082.11 radio information
IEEE 882.11 Deauthentication, Flags: ........ C

¥ IEEE 882.11 Wireless Management
v F ters (2 bytes)

Reason code: STA requesting (re)association is not authenticated with responding STA (BKGGBB)I

From Root AP
o Node1l

roam
successful




Soft Roaming Test (Real Clients) Candeia

TECHNOLOGIES

« 3readl clients were connected to the SSID, and afttenuation was increased in 5dB steps to
observe their roaming behavior.

« When roaming from the Root AP to Nodel, one client (Pixel 4a) successfully roamed. The
reassociation response was received from Nodel, confirming the successful handoff.
However, the other two clients disconnected and then reconnected.

« When roaming from Nodel back to the Root AP, all 3 real clients were deauthenticated. The
deauthentication reason code was "Deauthenticated because sending STA is leaving (or
has left) the BSS (0x0003)." After completing the 4-way handshake, they reconnected to the
Root AP.

No. Time Source Destination Protocol Lengtl Channel Info
23821 142.137328 882.11 78 1 iDeauthentication, SN=3536, FN=8, Flags=....R...C
23822 142.137842 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23823 142.138395 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23824 142.138977 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23825 142.139365 8@2.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23826 142.148098 8@2.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23827 142.148677 8@2.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23829 142.141729 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23838 142.142781 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
23831 142.143844 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C

— 23832 142.144889 882.11 78 1 Deauthentication, SN=3536, FN=8, Flags=....R...C
24216 142.638980 882.11 82 1 Authentication, SN=488, FN=B, Flags=........ C
24228 142 ,656319 862.11 373 1 Association Response, SN=8, FN=8, Flags=........ C
24222 142.782325 EAPOL 185 1 Key (Message 1 of 4)
24236 142.722764 EAPOL 433 1 Key (Message 3 of 4)

» Frame 23821: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)

» Radiotap Header v@, Length 48

» 882.11 radio information

» IEEE 8@82.11 Deauthentication, Flags: ....R...C

“ IEEE 3@82.11 Wireless Management
hd F]}rﬁi parameters (2 bytes)

Reason code: Deauthenticated because sending STA is leaving (or has left) the BSS (ex@eas) I




Preamble Puncturing Test Candeia

TECHNOLOGIES

» The Preamble Puncturing test was conducted to evaluate whether the Device Under Test
(DUT) AP can effectively utilize the remaining non-punctured bandwidth when interference
affects specific portions of the spectrum. Testing was performed on both the 5 GHz and 6
GHz bands.

« Without interference, when the client is connected to the 5 GHz band, the achieved
throughput is approximately 215 Mbps. We observed that throughput performance
degradation under interference was significantly lower compared to ideal conditions.

« When the Station (STA) initially associates with the Access Point (AP) and a throughput test
is conducted in the absence of interference, data transmission is occurring over the full 80
MHz channel bandwidth.

Realtime Throughput (R lanfcoyp sotype =8 B )

No. Time Source Destination Protocol Lengtl Channel ExtTag Info

Start Time: 2025-04-03 04:59:53 138 0.864238 - R - 802.11 587 36 v

End Time: 2025-04-03 05:02:14 260 0.175160 502.11 7 364
. 587 3
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Preamble Puncturing Test Candeia

« With interference, the 20 MHz subchannel (channel 44) within the 80 MHz allocation
should be excluded from transmission. This should be reflected in the Punctured Channel
Information field of the QoS Data frame, which should be set to 0x03, indicating that

channel 44 is punctured. However, the observed behavior of this DUT does not align with
expectations.

« Even under interference, the EHT Operations Field: The "Puncturing Bitmap" in the Beacon
Frame was set to "False,"” indicating that no 20 MHz channel was punctured.

« Additionally, in the QoS U-SIG Field, the U-SIG field in the QoS frame displayed "00 000,"
indicating “Punctured Channel Information: 0x00".

0. Time Source Nestinatinn Protocol Lengtl Channel ExtTag Info No. Time Source Destination Protocol Lengtl Channel ExtTag Info

2761.. 149.896219 802.11 587 36 Beacon frame, SN=2862, FN=8, Flag 2768.. 143.300484 882.11 1678 36 Q0S5 Data, SN=2252, FN=8, Flags=.p....F.C
2761.. 140.996566 502.11 587 36 Beacon frame, SN=2863, FlN=6, Flags= .C, BI=188, SSID=' 2768... 143306224 882.11 1678 36 QoS Data, SN=2253, FN=8, Flags=.p....F.C
2762.. 141.202317 802.11 587 36 Beacon frame, SN=2864, FN=0, Flag .C, BI=10, SSID= T TCE) SAEE 80211 1678 s QoS Data, SN-2254, Fi-0, Flagsm.p....F.C
Frame 276245: 587 bytes on wire (4696 bits), 587 bytes captured (4696 bits)

Radiotap Header v@, Length 48 Frame 276835: 1678 bytes on wire (13424 bits), 1678 bytes captured (13424 bits)

802.11 radio information ¥ _Radiotap Header v@, Length 124

IEEE 882.11 Beacon frame, Flags: ........ < Header revision: @

[+ IEEE 862.11 Wireless Management
Fixed parameters (12 bytes)
~ Tagged parameters (499 bytes)
Tag: SSID parameter set: "NETGEAR_Triband”

Header pad: @
Header length: 124
Present flags

Tag: Supported Rates 6(B), 9, 12(B), 18, 24(B), 36, 48, 54, [Mbit/sec] Flags: 0x10

Tag: Traffic Indication Map (TIM): DTIM 1 of 3 bitmap Channel frequency: 5188 [S GHz 36] . . .

Teg: Country Information: Country Code US, Environment Global cperating classes Channel flags: @x@140, Orthogonal Frequency-Division Multiplexing (OFDM), 5 GHz spectrum
Tag: Power Constraint: @ Antenna signal: -37 dBm

Tag: TPC Report Transmit Power: 28 dBm RX flags: exeese

Tag: RSN Informstion A-MPDU status

Tag: QBSS Load Element 882.11e CCA Version
Tag: HT Capabilities (§62.11n D1.10)

Tag: HT Information (882.11n D1.18)

Tag: Extended Capabilities (13 octets)

timestamp information
L-SIG
Antenna signal: -39 dBm

° Antenna: @

::j ::I g;::::i;:’“ Antenna signal: -48 dBm
Tag: Tx Power Envelope Antenna: 1

Tag: Reduced Neighber Report EHT.

Tag: RSN extension (2 octets) ~ _U-51G

Ext Tag: HE Capabilities TLV type: U-SIG (33)

Ext Tag: HE Operation
Ext Tag: Spatial Reuse Parameter Set
Ext Tag: MU EDCA Parameter Set
Ext Tag: Multi-Link (8@2.11be D3.@)
Ext Tag: EHT Capabilities (562.1lbe D3.8)
| Ext Tag: EHT Operation (802.11lbe D3.8)
Ext Tag length: 5 (Tag len: &)
Ext Tag Number: EHT Operation (382.1lbe D3.8) (186)
v EHT Operation Parameters: @x@4, EHT Default PE Duration
9 = EHT Operation Information Present: False
isabled Subchannel Bitmap Present: False
EHT Default PE Duration: True
= Group Addressed BU Indication Limit: False
Group Addressed BU Indication Exponent: &
@8. - . = Reserved: @x8
Basic EHT-MCS And Nss Set: @x@0600811 mask: @xp83fhecd
Ext Tao: Multi-Link Traffic Indication (892.11be D3.8) EREIN reidy dnRrrcaiEiz

TLV datalen: 12
U-SIG common: Bx58b8BGdT, PHY version identifier known, BW known, UL/DL known, BSS Color known, TXOP known, Validate bits checked, Validate bits OK, BW: 28 MHz
~ EHT MU PPDU: 0xB0820840
U-5I6-1 B2@-B24 not known: @x@0
U-5I6-1 B25 not known: @x@
PPDU Type and Compression Mode: @x1
Validate not known: @x@
Punctured Channel Information: @x8@ '
Validate no nowWn Xt
EHT-5IG MCS: @x@
Number of EHT-SIG Symbols: @x@l
CRC not known: @x@
Tail not known: @x@e




Load Balancing Test Candeia

TECHNOLOGIES

« Conducted a load balancing test verity whether the VENDOR AP can successfully admit
or reject clients based on user-defined thresholds, including the RSSI Threshold, Channel
Utilization Threshold, and Max Client Threshold.

* Load Balancing Disabled: 14 clients connected to the 2.4 GHz band, 29 clients to the 5
GHz band, and 2 clients to the 6 GHz band.

* Load Balancing with Balance on Client Rx RSSI Enabled:
- The minimum signal strength thresholds were set as follows: 2.4 GHz: -25 dBm, 5 GHz
Low: -30 dBm, 5 GHz High: -30 dBm and 6 GHz: -30 dBm
- Despite these thresholds seft, clients with RSSI values above the thresholds remained
connected.
- The two clients that were initially connected to the 6 GHz band disconnected and re-
associated with the 5 GHz band.
- After this change, the client distribution was 14 clients on 2.4 GHz and 31 clients on 5
GHz.

* Load Balancing with Balance on Channel Utilization Enabled:
- Maximum channel load thresholds were configured as follows: 2.4 GHz: 70%, 5 GHz
Low: 75%, 5 GHz High: 75%, 6 GHz: 65%
- All clients remained connected, and the distribution remained unchanged (14 clients
on 2.4 GHz and 31 clients on 5 GHz).



Load Balancing Test

* Load Balancing with Maximum Number of Clients per Radio Enabled:
- Thresholds were set as follows: 2.4 GHz-15 clients, 5 GHz Low: 20 clients, 5 GHz High: 20
clients and 6 GHz: 10 clientfs.
- Initially, 13 clients connected to 2.4 GHz, 31 clients to 5 GHz, and 1 client to 6 GHz.
- Once the 2.4 GHz band reached 15 clients, additional clients were denied with the
expected message: "Association denied for 1c:.c1:0c:36:1d:f8 as maximum client count
reached on 2.4 GHz."
- However, on the 5 GHz band, despite only 7 clients being connected, no additional
clients were able to associate. AP logs and packet captures displayed the following
message: "Status code: Association denied because AP is unable to handle additional
associated STAs (Ox00T11)."
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Airtime Fairness Test

Conducted the Airtime Fairness Test to assess the Wi-Fi device's ability to ensure fair
airfime usage between clients. The setup involves two client stations: one consistently
configured in an optimal state, while the second alternates between optimal, weak
signal, and legacy mode configurations.

For each scenario, the maximum TCP throughput of each station is first measured
independently. Based on these values, UDP traffic is then generated — 75% of the
measured TCP throughput on Station 1 and 50% on Station 2. This combination
intentionally overdrives the access point, leading to frame drops.

The test is considered a pass if both stations achieve at least 45% of their respective TCP
throughput values while transmitting the defined UDP traffic concurrently. This ensures
that the AP maintains a fair distribution of airtime even under load and varying client
condifions.

We have conducted this test on both 5GHz (80MHz Bandwidth) and 6GHz (320MHz
Bandwidth) bands with AX and BE modes and overall, the Airfime fairness test is passed

in all the combinations attaining throughput more than the Pass/Fail criteria value with
both the modes.

TECHNOLOGIES
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6.2.3 Airtime Fairness Test: AX 6.2.3 Airtime Fairness Test: BE
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Rate Limiting Test Caninie

« Conducted the Rate Limiting test by enabling the rate limiting feature on the AP via the
Insight Cloud. The download and upload rate limits were configured to 250 Mbps and
140 Mbps, respectively.

» A client device was connected to the Tri-band SSID, and throughput tests were
performed to measure both download and upload speeds using TCP and UDP protocols.

« As expected, after enabling the rate limiting feature on the AP, the client was only able
to achieve throughput values below the configured rate limits, thereby confirming that
the feature is functioning as intended.

Rate Limiting Test

250 247 245
I I I 140 : ]

Download Upload
Traffic Direction

Throughput (In Mbps)

m Rate Limit Set (Mbps) = UDP Throughput (Mbps) ®m TCP Throughput (Mbps)



Captive Portal Test Candeia

TECHNOLOGIES

« We conducted Captive Portal testing with a total of 50 clients, including 2 real devices and 48
virtual clients.

« Scenario 1 - Basic Captive Portal (No Redirection): A standard captive portal without URL
redirection was configured on the Access Point. Upon connecting to the SSID, the capftive
portal page was displayed correctly on both real and virtual clients. After accepting the terms,
internet access was successfully granted to all clients.

» Scenario 2 - Captive Portal with URL Redirection: A captive portal with redirection to the splash
website and a custom logo was configured on the VENDOR AP Cloud. This scenario also
worked as expected. The captive portal page was presented correctly, and users were
redirected to the specified URL after accepting the terms.
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Captive Portal Test Camiala

Scenario 3 - External Captive Portal with Web/HTTP Authentication: An external captive
portal was configured with Web/HTTP authentication, including a secret and keyphrase.

When the required splash URL was included in the Walled Garden, virtual clients were
able to access the URL directly. Real clients prompted for sign-in/authentication, and
upon user interaction, were redirected to the splash page.

However, when the splash page URL was excluded from the Walled Garden, the
expected behavior was for clients to be redirected to the login page to enter the secret
and keyphrase. Instead:

- Real clients displayed a “Sign in to network™ prompt, but upon clicking it, a “Webpage
not available” error appeared, and the login page was not shown.

- Virtual clients failed to trigger a login popup and instead showed a “Unable to
connect” error.

As a result, when the splash page URL was not part of the Walled Garden, both real and
virtual clients were unable to access the infernet, and the expected login page was not
presented.



Captive Portal Test Candala

When the required zplash URL was included in When the splazh page URL excluded from the Walled
the Walled Garden, clientz were able to access Garden, both real and virtual clients were displayed
the URL direct a “Sign in to network & Unable to connect” prompt,
and the expected login page was not prezented.




Candeia
Rate vs Range

* RVR (Rate vs Range) testing was conducted under both MLO-enabled and MLO-disabled
configurations. The throughput comparison graph illustrates performance across various
attenuation levels: 0, 1, 3, 6, 12, 24, 38, 50, 58, 64, and 70 dB.

« The results indicate that enabling MLO did not result in significant throughput improvements
compared to the non-MLO configuration. Throughput remained largely consistent across
all attenuation levels in both modes, with no notable performance gains observed when
MLO was enabled.

Rate vs Range Test
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TECHNOLOGIES

Data-Plane Test

« Data plane test was conducted under both MLO-enabled and non-MLO configurations.
The tests utilized MTU-sized packets over best-effort (BE) traffic across bgn, an, and a

modes.

« The results show that enabling MLO did not provide any measurable improvement in
throughput compared to the non-MLO setup.

Dataplane Test
2714.29 2703.25

Mode MLO-disable | MLO-enable
802.11bgnBE 237.78 236

12257 1225.52 802.11anBE 1225.7 1225.52

I I 802.110BE 2714.29 2703.25
237.78 236
HE N
802.11bgnBE 802.11anBE 802.11aBE

Mode

E MLO-disable = MLO-enable



o Candeia
Band steering

« Band steering was tested across multiple configurations, including combinations of MLO
enabled/disabled, band steering enabled/disabled, and 802.11r enabled/disabled.

« Testing was conducted by varying the client-to-AP distance using programmable attenuators to
simulate near, medium, and far range scenarios.

« Across all scenarios, band steering was observed to occur by disconnecting from the current
band and reconnecting to the target band. During this fransition, the client consistently
performed a full 4-way handshake.

« Even with 802.11r enabled, clients did not utilize fast tfransition (FT). Instead, the full 4-way
handshake was observed in each case, indicating that 802.11r was not being leveraged during
the band steering process.

390, 2138.828549. - ' ' I Authenticatlion, SN=ZB, FN=®9, Flags=........ C

396. 2138.034884 Authentication, SN=2, FN=B, Flags=........C

396.. 2138.038025 Association Request, SN=29, FN=8, Flags=........C,
J9e. Z2138.950488 Assocliation Response, S5N=B, FN=@, Flags=........C
396.. 2138.121828 Key (Message 1 of 4)

390, 2138.12634%5 Key (Message £ of 4)

39¢. 2138.132518 Key (Message 3 of 4)

396. 2138.134B46 . Key (Message 4 of 4)
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